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F E D E R A L  B U R E A U  O F  I N V E S T I G AT I O N

A N C H O R A G E  F I E L D  O F F I C E

UNCLASSIFIED//FOUO

Business Email Compromise and

Social Engineering Schemes



10 Seconds to Answer

Where would you find an expert in Marital Arts?

A. Magnolia Home Design Studio

B. Tampa Academy of Feng Shui

C. Abbott’s Wedding Photos

D. OR… any respectable Karate Dojo
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5 Seconds to Answer

The correct answer is:

“C. Abbott’s Wedding photos” 

(Marital not Martial Arts)

• The photo of the man breaking bricks & 

the highlighting of answer “D” are meant 

to trick you.

• The 5 second time constraint forces you 

to make a quick decision.



Practical Definition

• A scam that targets businesses or individuals who perform wire transfer 

payments.

• Relies on social engineering deception to convince victims to send 

money to criminal actors. 

• Initiated when a victim receives false instructions from a criminal, who 

is masquerading as a trusted business contact. 

• In most cases, legitimate email accounts have been spoofed or 

compromised to lend legitimacy to the emails purporting to be from 

trusted contacts.

What is Business Email Compromise (BEC)?
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Most Common BEC Scenarios

• Executive Officer Spoofing

• Invoice & Supply Chain 

• Real Estate

Business Email Compromise Scenarios
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How BECs Work…

One Example of 

BEC Initiation

BEC has many variations and is constantly evolving
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Executive Officer Spoofing



BEC Through Executive Officer Spoofing
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Email addresses are possibly 

obtained from the company’s 

actual website and/or 

networking websites
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BEC Through Executive Officer Spoofing



2. The criminal impersonates the COO, Bruce 

Jones and sends an email to the clerk in 

Accounts Payable, advising of a new client or a 

need to pay a vendor.

a) The “COO” provides the Account Number 

and Routing Number for the transfer

COO Bruce Jones
Fake Email: 

Bruce.J@Brldge.com

Display Name: “Bruce Jones”

Actual: Bruce.J@Bridge.com

A/P Clerk
Monica McGuire

Actual: 

Monica.M@Bridge.com
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BEC Through Executive Officer Spoofing



3. The company employee believes they are 

communicating with the COO…

…they may even question the COO…

… but the company becomes a victim when 

funds are transferred, as described in the 

“COO’s” email

Acct #: 4567 8910 111213; 
Routing #: 12345678

$$
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BEC Through Executive Officer Spoofing
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Executive Officer Spoofing Example

This is an actual example of Executive Officer Spoofing, where only the names have been changed!
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Executive Officer Spoofing Example



15

16

Chris

Chris

Chris

David,

David

David

David

Why are you 
questioning the 

CEO??

“not comfortable”
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Executive Officer Spoofing Example
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Executive Officer Spoofing Example



Education: How to Hide A True Email Address 
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It’s this 
simple.



From:
Date: January 24, 2018 at 3:08:25 PM EST
To: 
Subject: Re: Escrow Closing

Education: Display Name Deception (1st Possibility)

Jim

John Smith
Display name is:

“Jim”
Email is actually:

“Hackstar247@gmail.com” - Bad
“Jim@Realtor4you.com” - Good
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From:
Date: January 24, 2018 at 3:08:25 PM EST
To: 
Subject: Re: Escrow Closing

Education: Display Name Deception (2nd Possibility)

Jim@Realtor4you.com

John Smith
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Display name is:
“Jim@Realtor4you.com”

Email is actually:
“Hackstar247@gmail.com” - Bad



From:
Date: January 24, 2018 at 3:08:25 PM EST
To: 
Subject: Re: Escrow Closing

Education: Look-Alike Domains / Spoofing

Jim@Reaitor4you.com

John Smith

Display name is:
“Jim@Realtor4you.com”

Email is actually:

“Jim@Realt0r4you.com” - Bad

“Jim@Reaitor4you.com” - Bad
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Reporting: Actions if Victimized
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Reporting: Actions if Victimized

Immediate Response

• Contact your bank 
– Request a wire recall or SWIFT recall message.

- AND -

• Report the BEC or attempt to IC3
– Report BEC, EAC and other Cyber-Enabled Fraud on:

https://bec.ic3.gov or www.ic3.gov

- AND –

• Contact your local FBI office

https://bec.IC3.gov
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https://bec.ic3.gov/
http://www.ic3.gov/


Immediate Response

Be sure to…

✓Maintain all email communications and evidence.

✓Request your bank to fully cooperate with law enforcement.

✓Advise your bank that you’ve been a victim of Business Email 

Compromise.
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Reporting: Actions if Victimized



BEC Prevention

• Be cautious of “new” customers, suppliers, clients, and/or others you don’t know 

who ask you to:

• Open or download documents they send

-OR-

• Sign into a separate window or click on a link to view an invoice or document

-OR-

• Provide sensitive personal or corporate information 

*** Remain especially vigilant on transactions expected to occur immediately prior to a 

holiday or weekend ***
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Recognition & Prevention: Minimize The Risk of Fraud



BEC Prevention

• Request your employees use only the corporate email account

• Request multi-factor authentication

• Something you know (password)

• Something you receive (code to your phone)

• Hover your cursor over, or expand contact details, for suspicious email addresses

• Look for indications of Display Name Deception or Spoofing

(DO NOT hover over links within emails – this may execute commands.)
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Recognition & Prevention: Minimize The Risk of Fraud



Social Engineering

The act of tricking someone into divulging information or 

taking action, usually through technology

✓Online (Social Media, Email)

✓Telephonically

✓ In-person
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Social Engineering



Types of Social Engineering Attacks

✓ Phishing – An untargeted fraudulent act of acquiring private and 

sensitive information, such personal identification information and account 

usernames and passwords.

✓ Spear Phishing – A variation on phishing in which hackers send emails to groups 

of people with specific common characteristics or other identifiers. The email 

may appear to be from a trusted source within the organization..

✓ Whaling – A spear phishing attempt targeting high-ranking or senior executives 

or others in powerful positions or with important-sounding job titles. 

✓ Typosquatting – Domains that look similar to the official email addresses of the 

organizations they intend to target. The domains may have a character or two 

misplaced, for instance “amce_inc.com” (fraudulent business) vs 

“acme_inc.com.” (legitimate business) or attackers may simply add words to 

masquerade as a particular department, such as “acme_inc_sales.com.”
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Social Engineering



Phishing

There are a lot of ways in which phishing emails can be 

identified: 
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Phishing: How to Recognize
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Phishing: How to Recognize
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Spear Phishing
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Spear Phishing: Example
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Spear Phishing: Example
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Spear Phishing: Red Flags



M O N E Y  L A U N D E R I N G ,  F O R F E I T U R E ,  

B A N K  F R A U D  U N I T

Spear Phishing: Red Flags
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Spear Phishing: Test Your Skills
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Spear Phishing: Test Your Skills
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Spear Phishing: Email Addresses

johnhsmith@gmail.com

johnhsmtih@gmail.com

iohnhsmith@gmail.com

johhhsmith@gmail.com

johnhsmlth@gmail.com

johnhsmith@gnail.com

johnhsmith@gmoil.com

johnhsrnith@gmail.com

Ways in which an email address can be easily altered:
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Spear Phishing: Email Message Red Flags

What are some red flags in this email message?

Subject: 

Urgent W2 Request 

Message body: 

Hi [TARGET], 

How are you today? I need you to send me the W2 of 

all the Company’s Employees,I need it for a Quick 

Review 

thanks [IMPERSONATED EXECUTIVE]
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Spear Phishing: Email Message Red Flags

What are some red flags in this email message?

Subject: 

Urgent W2 Request 

Message body: 

Hi [TARGET], 

How are you today? I need you to send me the W2

of all the Company’s Employees,I need it for a 

Quick Review 

thanks [IMPERSONATED EXECUTIVE]

Missing Punctuation



M O N E Y  L A U N D E R I N G ,  F O R F E I T U R E ,  

B A N K  F R A U D  U N I T

How to Avoid Being a Victim of Social Engineering

✓Carefully scrutinize all communications (e-mail, social 

media, phone calls, text messages, etc.)

✓Confirm requests for transfers of funds by using a phone 

call or in-person contact

✓Know the habits of those with whom you are 

communicating

✓Instead of replying to e-mails, forward responses using 

existing contacts in your address book

✓Slow down!

If something doesn’t look right, it probably isn’t right…

report it! 
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